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IN THE CLAIMS 

This is a complete and current listing of the claims, marked with status identifiers in 
parentheses. The following listing of claims will replace all prior versions and listings of 
claims in the application. 
1-16 (Cancelled) 

17. (Previously Presented) A processor-implemented method for establishing cryptographic 
communications, comprising the steps of: 

encoding a plaintext message word M to a ciphertext word C, wherein M corresponds to a 
number representative of a message and wherein 

0< M<n-1, 

wherein n is a composite number formed by the product of pi»p2* ... # Pk, k is an integer 
greater than 2 and pi, P2, Pk are distinct random prime numbers, C is a number representative 
of an encoded form of message word M, and wherein said encoding step comprises transforming 
said message word M to said ciphertext word C, whereby 

C = M e (mod n), 

and wherein e is a number relatively prime to (pi-1), (P2-I), ...» and (pk-1); and 
decoding said ciphertext word C to a receive message word M', said decoding step being 
performed using a decryption exponent d that is defined by 

d = e ! mod ((pi-l)(p 2 -l)-.(Pk-l)X 
said decoding step including the further steps of, 

defining a plurality of k sub-tasks in accordance with 

M/sC^Cmodfl), 
M 2 ' = C/ 2 (mod/? 2 ), 

M k ' = C* (mod p k \ 
wherein 

C x sC (mod p x ) 9 
C 2 =C(mod p 2 ), 

C k =C(modp k ), | 
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d x stf(mod(#-l)), 

d 2 = d(mod(p 2 -1)) 5 and 

^ srf(mod(^-l)), 

solving said sub-tasks to determine results M x \M 2 ,\.M k \ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M ' = M . 

18. (Original) A prgcessor-impte as recited in claim 17 wherein said step of 
combining said results of said sub-tasks includes a step of performing a recursive combining 
process to produce said receive message word M \ 

19. (Original) A processor-implemented method as recited in claim 18 wherein said 
recursive combining process is performed in accordance with 

Y i s Y._ } + [(M. Y.^ )(w~ l mod p i ) mod p. ] • w i mod n, 

wherein 2 < i < k 5 and 

M* = Y k J x =M x \andw^\\p r 

20. (Original) A proc^spr-implemented^ as recited in claim 17 wherein said step of 
combining said results of said sub-tasks includes a step of performing a summation process to 
produce said receive message word M \ 

21. (Original) A processor-implemented method as recited in claim 20 wherein said 
summation process is performed in accordance with 

k 

M ' = f *(w~ l mod p i )w i modn, 
where 
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22. (Previously Presented) A cryptographic communications system for establishing 
communications, comprising: 

a communication medium; 

encoding means coupled to said communication medium and adapted for 
transforming a transmit message word M to a ciphertext word C and for transmitting said 
ciphertext word C on said medium, wherein M corresponds to a number representative of a 
message, and 

0 < M < n - 1 , wherein n is a composite number of the form, 

wherein k is an integer greater than 2 and pi, P2, Pk are distinct random prime 
numbers, and wherein said ciphertext word C corresponds to a number representative of an 
enciphered form of said message word M and corresponds to 

C=M e (modn), 

wherein e is a number relatively prime to (pi-l) 5 (P2-1), and (pic-1); and 
decoding means communicatively coupled with said communication medium for 
receiving said ciphertext word C via said medium, said decoding means being operative to 
perform a decryption process for transforming said ciphertext word C to a receive message 
word M' ? wherein M' corresponds to a number representative of a deciphered form of C, 
said decryption process using a decryption exponent d that is defined by ... 

d - e' ] mod(( A -\)(p 2 -l)...( Pk -1)), > 

\ 

said decryption process including the steps of ^ 
defining a plurality of k sub-tasks in accordance with | 
M/sC^Cmodfl), 
M 2 ' = C/ 2 (mod p 2 \ 

M k ^C k d > (mod p k \ 
wherein 

C X =C (mod Pl \ 
C 2 =C(mod p 2 ) } 

C k =C(modp k ), 
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d } =d(mod(p x -V)), 



d 2 = d(mod(p 2 -1)), and 



d k =d(mod(p k -l)), 

solving said sub-tasks to determine results M x \M 2 ,\.M k \ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M l = M . 

23. (Original) A cryptographic communications system as recited in claim 22 wherein 
said decoding means is operative to combine said results of said sub-tasks by performing a 
recursive combining process to produce said receive message word M ' . 

24. (Original) A cryptographic communications system as recited in claim 23 wherein 
said decoding means is operative to perform said recursive combining process in accordance 
with 



25. (Original) A cryptographic communications system as recited in claim 22 wherein 
said decoding means is operative combine said results of said sub-tasks by performing a 
summation process to produce said receive message word M 

26. (Original) A cryptographic communications system as recited in claim 25 wherein 
said decoding 

means is operative to perform said summation process accordance with 




wherein 2 < i < k, and 



Af ' = Y k Y x =Af, \and w, =Y[Pj 



k 



M ' = \w t 1 mod p i )w i mod n, 



where 
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27. (Previously Presented) A processor method for establishing 

cryptographic communications, comprising the step of: 

encoding a plaintext message word M to a ciphertext word C, wherein M 
corresponds to a number representative of a message, and 

0<M <n-\ 

n being a composite number formed from the product of pi.p2V.*Pk, wherein k is an integer 
greater than 2 and pi, p2, ... 5 Pk are distinct random prime numbers, and wherein the 
ciphertext word C is a number representative of an encoded form of message word M 5 
wherein said step of encoding includes the steps of 

defining a plurality of k sub-tasks in accordance with 
C X =M<> (mod p x \ 

C 2 = M 2 l (mod p 2 ) 7 
C k =M « (mod p k ) 9 

herein 

M x =M(mod p x \ 
M 2 =M(mod p 2 ), 

M k =M(mod p k \ 

e x =e(mod(p x -\)\ 

e 2 = e(mod(p 2 -1)), and 

e k =e(mod(/? fc -l)) 3 

wherein e is a number relatively prime to (pi-1), (P2-U and (pk-l) 3 solving 
said sub-tasks to determine results Ci, C2, ... Ck, and 

combining said results of said sub-tasks to produce said ciphertext word C. 
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28. (Original) A pro.ces.sor-im^ as recited in claim 27 wherein said step of 
combining said results of said subtasks includes a step of performing a recursive combining 
process to produce said ciphertext word C. 

29. (Original) A process as recited in claim 28 wherein said 
recursive combining process is performed in accordance with 

Y l : s y M +[(C.-y M )(w,- 1 modp.)modp.]»w.modrt, 

wherein 2 < i < k, and 

C^Y k Y^C^andw^\\p r 

j<* 

30. (Original) A processor-imp^ as recited in claim 27 wherein said step of 
combining said results of said sub-tasks includes a step of performing a summation process to 
produce said ciphertext word C. 

31. (Original) A processor : impje^ as recited in claim 30 wherein said 
summation process is performed in accordance with 

k 

C = m °d Pi) w i mod/7, 

where 

32. (Previously Presented) A cryptographic communications system for establishing 
communications ? comprising: 

a communication medium; 

a .processorm€odHig--meaM coupled to said communication medium and operative to 
transform a transmit message word M to a ciphertext word C, and to transmit said ciphertext 
word C on said medium, wherein .M corresponds to a number representative of a message, 
and 

0<M <n-\ } 
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n being a composite number formed from the product of pi'P2* ... »pk wherein k is an 
integer greater than 2 and pi, p2, Pk, are distinct random prime numbers, and wherein the 
ciphertext word C is a number representative of an encoded form of message word M, said 
eneoding-meansprpcessor being operative to transform said transmit message word M to said 
ciphertext word C by performing an encoding process comprising the steps of 
defining a plurality of k sub-tasks in accordance with 

C^M;' (mod a), 
C 2 =M/ 2 (mod p 2 ), 

C k =M*(mQdp k ) 9 

wherein 

M x =M(mod p } ), 
M 2 ^M(mod p 2 \ 

M k =M(modp k ) 3 

e x s^modCA-l)), 

e 2 = e(mod(p 2 -1)) ? and 

e k me(mod(p k -l)\ 

wherein e is a number relatively prime to (pi-l) 3 (p2-l), and (pk-1), solving 
said sub-tasks to determine results Ci, C2, ... Ck, and 

combining said results of said sub-tasks to produce said ciphertext word C. 

33. (Original) A cryptographic communications system as recited in claim 32 wherein 
said encoding- -meansprgcessor is operative to combine said results of said sub-tasks by 
performing a recursive combining process to produce said ciphertext word C. 

34. (Original) A cryptographic communications system as recited in claim 33 wherein 
said encoding meansprocessor is operative to perform said recursive combining process in 
accordance with 
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Y t = Y i-\ + [( C . " Y i-\ mod Pi i ) mod A ] ' w i mod "> 

wherein 2 < i < k, and 

C = Y k ,Y,=C l ,cmd Wi =Y\p j . 

35. (Original) A cryptographic communications system as recited in claim 32 wherein 
said encoding- means processor is operative to combine said results of said sub-tasks by 
performing a summation process to produce said message word C. | 

i 

36. (Original) A cryptographic communications system as recited in claim 35 wherein 
said p ro cesso r e n cod ing 

means is operative to perform said summation process in accordance with 

k 

C = ^C^wf 1 mod p.)w { modn, 
1=1 

where 

w i=Ylpj- 

37. (Previously Presented) A processor-im^ for establishing cryptographic 
communications, comprising the steps of: 

decoding a ciphertext word C to a message word M 5 wherein M corresponds to a 
number representative of a message and wherein 
0<M <n-\ 

wherein n is a composite number formed by the product of pi # p2 # . # Pk, k is an integer greater 
than 2 and pi ? p2 5 ... 5 Pk are distinct random prime numbers, C is a number representative of 
an encoded form of message word M that is encoded by transforming said message word M 
to said ciphertext word C whereby 
OM e (mod n), 

and wherein e is a number relatively prime to (ppl), (j>2-l), and (pk-1); 

said decoding step being performed using a decryption exponent d that is defined by 

d = e x mod((fl -D0>2 "OX 
wherein said step of decoding includes the steps of 

defining a plurality of k sub-tasks in accordance with 
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M^C/'Cmod/?,), 
M 2 ^C 2 d > (mod p 2 ), 

M k =C k "> (mod p k ), 
herein 

C^C (mod P] \ 
C 2 =C(mod p 2 ), 

C k =C(modp k ), 

d x -<i(mod(/7 1 
d 2 = d(mod(p 2 -I)), and 

d k =d(mod(p k -l)), 
solving said sub-tasks to determine results Mi, M 2j ... Mk, and 
combining said results of said sub-tasks to produce said message word M. 

38. (Original) A prpcj^spr-imp^ as recited in claim 37 wherein said step of 
combining said results of said sub-tasks includes a step of performing a recursive combining 
process to produce said message word M. 

39. (Original) A processor : impje^ as recited in claim 38 wherein said 
recursive combining process is performed in accordance with 

Y i = Y t _ x + [(M. - Y.^ )(w. _1 mod /?.) mod /?,.]• w. mod n, 

wherein 2 < i < k, and 
M>=Y k J l =M { ,andw i =Y\p J . 
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40. (Original) A processpr-implem^ as recited in claim 37 wherein said step 
of combining said results of said sub-tasks includes a step of performing a summation 
process to produce said message word M. 

41. (Original) A processor-i^ as recited in claim 40 wherein said 
summation process is performed in accordance with 

k 

M = Y^ M i( w i~ l m °d Pi) w i mod /i, 

where 
w i=I\Pj 

42. (Previously Presented) A cryptographic communications system for establishing 
communications, comprising: 

a communication medium; 

decoding-means a processor communicatively coupled with said communication 
medium for receiving a ciphertext word C via said medium, and being operative to 
transform said ciphertext word C to a receive message word M\ wherein a message M 
corresponds to a number representative of a message and wherein, 

Q<M <n-\ 

wherein n is a composite number formed by the product of pi # p2* - *Pk 5 k is an integer 
greater than 2 and pi, p2 5 ... , Pk are distinct random prime numbers, and wherein said 
ciphertext word C is a number representative of an encoded form of said message word M 
that is encoded by transforming M to said ciphertext word C whereby, 
C=M e (mod n), 

and wherein e is a number relatively prime to (pi-l) 5 (P2-I), and (pk-1); 
said decoding -means processor being operative to perform a decryption process using 
a decryption exponent d that is defined by 

d = e~ l mod(( P} -\){p 2 -1)...(A -1))> 

said decryption process including the steps of 

defining a plurality of k sub-tasks in accordance with, 

AVsC/Hmod/O, 
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M 2 'sC 2 * (mod /> 2 ), 
M^C/*(mod A ), 

wherein 

C^C (mod Pl l 
C 2 =C(modp 2 ), 

C k ^C (mod p k \ 

d x =d(mod(p x -1)), 

d 2 - d(mod(p 2 -1)), and 

d k = d(mod(p k -\)\ 

solving said sub-tasks to determine results M x \M 2 \*-M k \ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M* ~M. 

43. (Original) A cryptographic communications system as recited in claim 42 wherein 
said decoding meansprocessor is operative to combine said results of said sub-tasks by 
performing a recursive combining process to produce said receive message word M '. 

44. (Original) A cryptographic communications system as recited in claim 41 wherein 
said decoding- meansprocesspr is operative to perform said recursive combining process in 
accordance with 

Y i = Y ( _ x + \(M: - )(w~* mod p.) mod p i ] • w. mod n, 

wherein 2 < i < k, and 

M = Y k ,Y l =M } -,andw i =Ylp J . 
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45. (Original) A cryptographic communications system as recited in claim 42 wherein 
said decoding- means processor is operative to combine said results of said sub-tasks by 
performing a summation process to produce said receive message word M ' . 

46. (Original) A cryptographic communications system as recited in claim 45 wherein 
said processor decoding 

means-is operative to perform said summation process in accordance with 

k 

M ' = ^M/ (w." 1 mod p i )w i mod n, 

z'=l 

where ' 

47. (Previously Presented) A processor-i^ for generating a digital 
signature, comprising the step of: 

signing a plaintext message word M to create a signed ciphertext word C, wherein M 
corresponds to a number representative of a message, and 
0<M<«-1, 

n being a composite number formed from the product of pi»p 2 v. . # Pk 5 wherein k is an integer 
greater than 2 and pi, P2, . . . , Pk are distinct random prime numbers, and wherein the signed 
ciphertext word C is a number representative of a signed form of message word M, wherein 
C =M d (modn), and 

wherein said step of signing includes the steps of 
defining a plurality of k sub-tasks in accordance with 

C 2 = M 2 ^(modp 2 ) 9 
Q-M/>(mod A ), 

wherein 

M ] =M(mod p x \ 
M 2 =M(mod p 2 ), 



Page 13 



Application No. 09/328,726 
Docket No. 200301647-6 
HD #6215-000124/US/COA 



M k = M(modp k \ 



ci } = d(mod(p x -1)), 



cl 2 = d(mod(p 2 - ])), and 



d k =d(mod(p k -\)) 3 



where d id defined by 

d = e x mod((^ - 1) • (p 2 - 1) • . . . • (p k - 1)), and 

e is a number relatively prime to (pi-1), (P2-I), ... , and (pk-1), solving said sub-tasks to 
determine results Ci, C2, Ck ? and 

combining said results of said sub-tasks to produce said ciphertext word C. 

48. (Original) A processpr-imple^ as recited in claim 47 wherein said step 
of combining said results of said sub-asks includes a step of performing a recursive 
combining process to produce said ciphertext word C. 

49. (Original) A processor-i^ as recited in claim 48 wherein said 
recursive combining process is performed in accordance with 



50. (Original) A processor as recited in claim 47 wherein said step of 
combining said results of said sub-tasks includes a step of performing a summation process to 
produce said signed ciphertext word C. 

51. (Original) A pro,c^sor-im^ as recited in claim 50 wherein said 
summation process is performed in accordance with 




wherein 2 < i < k, and 



C = Y k J x =Q,andw i ~Y[Pj' 



k 



C = ^C^w. 1 mod p i )w i mod/7, 



j=i 
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where 

52. (Previously Presented) A digital signature generation system, comprising: 
a communication medium; 

digital-signature -generating-means- a processor coupled to said communication medium 
and operative to transform a transmit message word M to a signed ciphertext word C, and to 
transmit said signed ciphertext word C on said medium, wherein M corresponds to a number 
representative of a message, and 

0<M <n-l, 

n being a composite number formed from the product of pi*p2V.*Pk, k wherein k is an integer 
greater than 2 and pi, P2, Pk, are distinct random prime numbers, and wherein the signed 
ciphertext word C is a number representative of a signed form of said message word M 5 wherein 
C=M d (modn), 

said digital-sifflature --generating- -m&ans-" processor being operative to transform said 
transmit message word M to said signed ciphertext word C by performing a digital signature 
generating process comprising the steps of, 

defining a plurality of k sub-tasks in accordance with, 
C^M^modp,), 

C 2 = M 2 2 (modp 2 ), 
C k =M+(modp k ), 

wherein 

M x = A/(mod p x ), 
M 2 =M(mod p 2 ), 

M k s M (mod p k \ 

d x - rf(mod(/? 1 

d 2 = d(mod(p 2 -1)), and 
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d k =d(mod(p k -l)\ 

where d id defined by 

d = e~ l mod((A - 1) • (p 2 - 1) • . . . • ( p k - 1)), and 

e is a number relatively prime to (prl), (P2-I), m & (pk-1), solving said sub-tasks to 
determine results Ci, C2, ... Ck, and 

combining said results of said sub-tasks to produce said ciphertext word C. 

53. (Original) A digital signature generation system as recited in claim 52 wherein said 
processor signatee-generat-ing-means-is operative to combine said results of said sub-tasks by 
performing a recursive combining process to produce said signed ciphertext word C. 

54. (Original) A digital signature generation system as recited in claim 53 wherein said 
digital-signature generating means processor operative to perform said recursive combining 
process in accordance with 

Y. - Y._ } +[(Af ( . '-Y^Xw' 1 mod /?)mod /?.]• w. modn, 

wherein 2 < i < k, and 

C = Y k J x =C^andw^Hp r 

55. (Original) A digital signature generation system as recited in claim 52 wherein said 
processprsignatufe-gener at i ng m e a ns is operative to combine said results of said sub-tasks by 
performing a summation process to produce said signed message word C. 

56. (Original) A digital signature system as recited in claim 55 wherein said 
prpcessorsignature-generating-means 

is operative to perform said summation process in accordance with 

k 

C = ^C,(wf 1 mod Pi)Wi modn, 
1=1 

where 

w i=Y[pj 
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57. (Previously Presented) A processor-implemented digital signature process, comprising 
the steps of: 

signing a plaintext message word M to create a signed ciphertext word C, wherein M 
corresponds to a number representative of a message and wherein 
0<M <n-\ 

wherein n is a composite number formed by the product of pi*p2 # ... # Pk, k is an integer 
greater than 2 and pi, P2, ... , Pk are distinct random prime numbers, C is a number 
representative of a signed form of message word M, and wherein said encoding step 
comprises transforming said message word M to said ciphertext word C whereby, 

C = M d (mod n), 

wherein d is defined by 

d s e x mod((# -1) • (p 2 -1) • ... • (ft -1)), and 

e is a number relatively prime to (pi-l) 5 (P2-1), and (pk-1); and 
verifying said ciphertext word C to a receive message word M' by performing the 
steps of, 

defining a plurality of k sub-tasks in accordance with 
M/sC/^mod^), 
Af 2 'sC* (mod p 2 \ 

M k ' = C*(mo&p k ), 
wherein 

C x = C 7 (mod p x ), 
C 2 =C(mod p 2 ) 9 

C k =C(modp k ), 

e } =e(mod(p l -1)), 

e 2 = e(mod(p 2 -1)), and 
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e k =e(mod(p k -\)\ 

solving said sub-tasks to determine results M l \M 2 \..M k \ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M* -M ". 

58. (Original) A processor^ signature process as recited in claim 57 
wherein said step of combining said results of said sub-tasks includes a step of 
performing a recursive combining process to produce said receive message word M\ 

59. (Original) A processor signature process as recited in claim 58 
wherein said recursive combining process is performed in accordance with 

Y i = Y f _ } + [(M. '- )(w~ ] mod p. ) mod p. j • w. mod n 9 

wherein 2 < i < k, and 

60. (Original) A proce^pr r jmpJem^ signature process as recited in claim 58 
wherein said step of combining said results of said sub-tasks includes a step of 
performing a summation process to produce said receive message word M\ 

61. (Original) A processor-impl signature process as recited in claim 60 

wherein said summation process is performed in accordance with 

k 

M ' s 5]M- \wr x mod #)w. mod/?, 
where 



62. (Previously Presented) A digital signature system, comprising: 
a communication medium; 

digital signature generating means coupled to said communication medium and 
adapted for transforming a message word M to a signed ciphertext word C and for 



Page 18 



Application No. 09/328,726 
Docket No. 200301647-6 
HD #6215-000124/US/COA 

transmitting said signed ciphertext word C on said medium, wherein M corresponds to a 

number representative of a message, and [ 
0 < M < n - 1 , wherein n is a composite number of the form | 
n=pi»p2V.. # Pk> 

wherein k is an integer greater than 2 and pi, P2, Pk are distinct random prime 
numbers, and wherein said signed ciphertext word C corresponds to a number 
representative of a signed form of said message word M and corresponds to 
C=M d (mod n), 

wherein d is defined by 

d = e~ x modfX/?! -1) • (p 2 -1) • ... • (p k -1)), and 

e is a number relatively prime to (prl), (P2-IX and (pk-1); and 
digital signature verification means communicatively coupled with said 
communication medium for receiving said signed ciphertext word C via said medium, and 
being operative to verify said signed ciphertext word C by performing the steps of, 
defining a plurality of k sub-tasks in accordance with 
M/sC^Cmod/?,), 

M 2 '^C/ 2 (mod/? 2 ), 

M k ' = C* (mod p k ), 
wherein 

C^C(mod Pl ), 
C 2 sC(mod p 2 ), 

C k ^(modft), 

e x =e(mod(p,-l)), 

e 2 = e(mod(/P 2 -1)), and 

e k =e(mod(ft-l)), 
solving said sub-tasks to determine results M, ',M 2 ,'..M k ', and 
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combining said results of said sub-tasks to produce said receive message word M\ 
wherein M'-M . 

63. (Original) A digital signature system as recited in claim 62 wherein said digital 
sii&atu^ is operative to combine said results of said sub- 
tasks by performing a recursive combining process to produce said receive message word 
M '. 

64. (Original) A digital signature system as recited in claim 63 wherein said digital 
signature yerificMion. me^sdeeoding-means is operative to perform said recursive combining 
process in accordance with 

Y. = Yf_ } + [(M y '- mod p. ) mod p. ] • w. mod n, 

wherein 2 < i < k, and 

M^Y k J x =M,\andw^X\p r 

j<* 

65. (Original) A digital signature system as recited in claim 62 wherein said digital 
signature verification means decoding means is operative combine said results of said sub- 
tasks by performing a summation process to produce said receive message word M % . 

66. (Original) A digital signature system as recited in claim 65 wherein said digital 
signature [.verification^ operative to perform said summation process 
accordance with 

k 

M ' = ^M,. \wr ] mod p i )w i modn, 
where 

67-72 (Cancelled) 
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73. (Original) A proc^sor-im^ as recited in claim 17 wherein said step of 
solving said sub-tasks includes processing each of said sub-tasks by an associated one of a 
plurality of exponentiator units operating substantially simultaneously. 

74. (Original) A processor^ as recited in claim 17 wherein each of 
said distinct random prime numbers has the same number of bits. 

75. (Original) A cryptographic communications system as recited in claim 22 wherein 
said step of solving said sub-tasks includes processing each of said sub-tasks by an associated 
one of a plurality of exponentiator units operating substantially simultaneously. 

76. (Original) A cryptographic communications system as recited in claim 22 wherein 
each of said distinct random prime numbers has the same number of bits. 

77. (Original) A processor : imp]em as recited in claim 27 wherein said step 
of solving said sub-tasks includes processing each of said sub-tasks by an associated one 
of a plurality of exponentiator units operating substantially simultaneously. 

78. (Original) A processor^ as recited in claim 27 wherein each of 
said distinct random prime numbers has the same number of bits. 

79. (Original) A cryptographic communications system as recited in claim 32 wherein 
said step of solving said sub-tasks includes processing each of said sub-tasks by an 
associated one of a plurality of exponentiator units operating substantially 
simultaneously. 

80. (Original) A cryptographic communications system as recited in claim 32 wherein 
each of said distinct random prime numbers has the same number of bits. 

81. (Original) A processor-im^ as recited in claim 37 wherein said step 
of solving said sub-tasks includes processing each of said sub-tasks by an associated one 
of a plurality of exponentiator units operating substantially simultaneously. 
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82. (Original) A processor^ as recited in claim 37 wherein each of 
said distinct random prime numbers has the same number of bits. 

83. (Original) A cryptographic communications system as recited in claim 42 wherein 
said step of solving said sub-tasks includes processing each of said sub-tasks by an 
associated one of a plurality of exponentiator units operating substantially 
simultaneously. 

84. (Original) A cryptographic communications system as recited in claim 42 wherein 
each of said distinct random prime numbers has the same number of bits. 

85. (Original) A processor as recited in claim 47 wherein said step of 
solving said sub-tasks includes processing each of said sub-tasks by an associated one of a 
plurality of exponentiator units operating substantially simultaneously. 

86. (Original) A processor as recited in claim 47 wherein each of said 
distinct random prime number has the same numbers of bits. 

87. (Original) A digital signature generation system as recited in claim 52 wherein said step 
of solving said sub-tasks includes processing each of said sub-tasks by an associated one of a 
plurality of exponentiator units operating substantially simultaneously. 

88. (Original) A digital signature generation system as recited in claim 52 wherein each of 
said distinct 

random prime numbers has the same number of bits. 

89. (Original) A digital signature process as recited in claim 57 wherein said step of solving 
said sub-tasks includes processing each of said sub-tasks by an associated one of a plurality of 
exponentiator units operating substantially simultaneously. 

90. (Original) A digital signature process as recited in claim 57 wherein each of said distinct 
random prime numbers has the same number of bits. 
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91 . (Original) A digital signature system as recited in claim 62 wherein said step of solving 
said sub-tasks includes processing each of said sub-tasks by an associated one of a plurality of 
exponentiator units operating substantially simultaneously. 

92. (Original) A digital signature system as recited in claim 62 wherein each of said distinct 
random prime numbers has the same number of bits. 

93. (Previously Presented) A jrocesspr-im method as recited in claim 17 wherein 
the plurality of k sub-tasks are performed in parallel. 

94. (Previously Presented) A process^ method as recited in claim 93 wherein 
said step of combining uses a form of the Chinese Remainder Theorem (CRT). 

95. (Previously Presented) A cryptographic communications system as recited in claim 22 
wherein the plurality of k sub-tasks are performed in parallel. 

96. (Previously Presented) A cryptographic communications system as recited in claim 95 
wherein said step of combining uses a form of the Chinese Remainder Theorem (CRT). 

97. (Previously Presented) A processor-implemented method as recited in claim 27 wherein 
the plurality of k sub-tasks are performed in parallel. 

98. (Previously Presented) A processor as recited in claim 97 wherein 
said step of combining uses a form of the Chinese Remainder Theorem (CRT). 

99. (Previously Presented) A cryptographic communications system as recited in claim 32 
wherein the plurality of k sub-tasks are performed in parallel. 

100. (Previously Presented) A cryptographic communications system as recited in claim 99 
wherein said step of combining uses a form of the Chinese Remainder Theorem (CRT). 

101. (Previously Presented) A processor as recited in claim 37 wherein 
the plurality of k sub-tasks are performed in parallel. 
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102. (Previously Presented) A processor-implemented method as recited in claim 101 wherein 
said step of combining uses a form of the Chinese Remainder Theorem (CRT). 

i 

103. (Previously Presented) A cryptographic communications system ajf recited in claim 42 
wherein the plurality of k sub-tasks are performed in parallel. v i 

104. (Previously Presented) A cryptographic communications system as recited in claim 103 
wherein said step of combining uses a form of the Chinese Remainder Theorem (CRT). 

105. (Previously Presented) A pmcesspr-im^ as recited in claim 47 wherein 
the plurality of k sub-tasks are performed in parallel. 

106. (Previously Presented) A prpcessor-im as recited in claim 105 wherein 
said step of combining uses a form of the Chinese Remainder Theorem (CRT). 

107. (Previously Presented) A digital signature generation system as recited in claim 52 
wherein the plurality of k sub-tasks are performed in parallel 

108. (Previously Presented) A digital signature generation system as recited in claim 107 
wherein said step of combining uses a form of the Chinese Remainder Theorem (CRT). 

109. (Previously Presented) A digital signature process as recited in claim 57 wherein the 
plurality of k sub-tasks are performed in parallel. 

110. (Previously Presented) A digital signature process as recited in claim 109 wherein said 
step of combining uses a form of the Chinese Remainder Theorem (CRT). 

111. (Previously Presented) A digital signature system as recited in claim 62 wherein the 
plurality of k sub-tasks are performed in parallel. 

112. (Previously Presented) A digital signature system as recited in claim 111 wherein said 
step of combining uses a form of the Chinese Remainder Theorem (CRT). 
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113. (Currently Amended) A processor-implemented method for establishing cryptographic 
communications, comprising the steps of: 

encoding a plaintext message word M to a ciphertext word C, wherein M corresponds to a 
number representative of a message and wherein 

0< M<n-1, 

wherein n is a composite number formed by the product of pi # p2' . # Pk> k is an integer 
greater than 2 and pi, p 2 , Pk are distinct random prime numbers, C is a number representative 
of an encoded form of message word M, and wherein said encoding step comprises transforming 
said message word M to said ciphertext word C, whereby 

C = M C (modn), 

and wherein e is a number relatively prime to (ppl), (P2-1), and (pk-1); and 
decoding said ciphertext word C to a receive message word M', said decoding step being 
performed using a decryption exponent d that is defined by 

d^e'Vod ((pi-l)(p2-l)...(pk-l)X 
said decoding step including the further steps of, 

defining a plurality of k sub-tasks in accordance with 

M/aC^Cmodp,), 
M 2 ' = C/ 2 (mod/? 2 ), 

M^C/> (mod A ), 

wherein 

C, =C(mod p x \ 
C 2 =C{modp 2 ), 

C k =C(mod Pk ), 

d 2 =d(mod(p 2 -1)), and 
d k =d{mod{p k -\)), 
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solving said sub-tasks in parallel using a form of the Chinese Remainder 
Theorem wherein each sub-task is a Chinese Remainder Theorem sub-problem to determine 
results M x \M 2 , l ..M k \ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M* = M . 

114. (Previously Presented) A cryptographic communications system for establishing 
communications, comprising: 

a communication medium; 

i 

encoding means coupled to said communication medium* and adapted for 
transforming a transmit message word M to a ciphertext word C and for transmitting said 
ciphertext word C on said medium, wherein M corresponds to a number representative of a 
message, and 

0 < M < n - 1 , wherein n is a composite number of the form, 
n = P\ •P 2 *-*Pk 

wherein k is an integer greater than 2 and pi, p2, Pk are distinct random prime 
numbers, and wherein said ciphertext word C corresponds to a number representative of an 
enciphered form of said message word M and corresponds to 

C=M e (modn), 

wherein e is a number relatively prime to (pi-1), (P2-1) ? ... 9 and (pk-1); and 
decoding means communicatively coupled with said communication medium for 
receiving said ciphertext word C via said medium, said decoding means being operative to 
perform a decryption process for transforming said ciphertext word C to a receive message 
word M', wherein M' corresponds to a number representative of a deciphered form of C, 
said decryption process using a decryption exponent d that is defined by 

d^e~ ] mod(( fl -lXA-l)...(A-l)X 

said decryption process including the steps of 

defining a plurality of k sub-tasks in accordance with 
AV^C* (mod p x \ 

M 2 ' = C 2 dl (mod p 2 \ 
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i 

AV^C** (mod ft), 
herein 

Q=C(modp } l 
C 2 =C(modp 2 ), 

C k =C(modp k \ 

d^d(mod( Pl -\)), 

d 2 = d(mod(p 2 -1)), and 

d k srf(mod(A-l)), 
solving said sub-tasks in parallel using a form of the Chinese Remainder 
Theorem wherein each sub-task is a Chinese Remainder Theorem sub-problem to determine 
results M x \M 27 \.M k \ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M y -M . 

115. (Previously Presented) A processor^ method for establishing 

cryptographic communications, comprising the step of: 

encoding a plaintext message word M to a ciphertext word C, wherein M 
corresponds to a number representative of a message, and 

0<M <n-\ 

n being a composite number formed from the product of pi.p2 # ... # Pk, wherein k is an integer 
greater than 2 and pi, p2 ? Pk are distinct random prime numbers, and wherein the 
ciphertext word C is a number representative of an encoded form of message word M, 
wherein said step of encoding includes the steps of 

defining a plurality of k sub-tasks in accordance with 
C x =M x ex {modp x ), 

C 2 =M 2 ei (mod p 2 ), 
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C k =M k e *(modp k l 

herein 

M x =M(mod p } ), 
M 2 = M(mod p 2 \ 

M k =M(modp k l 

e } =e(mod(^-l)) 5 

e 2 = e(mod(/? 2 -1)), and 

e h =e(mod(p k -l)X 

wherein e is a number relatively prime to (pi-1), (P2-1), and (pk-1), solving 
said sub-tasks in parallel using a form of the Chinese Remainder Theorem wherein each sub- 
task is a Chinese Remainder Theorem sub-problem to determine results Ci, C2, . . . Ck, and 
combining said results of said sub-tasks to produce said ciphertext word C. 

116. (Previously Presented) A cryptographic communications system for establishing 
communications, comprising: 

a communication medium; 

encoding meansprocesspr coupled to said communication medium and operative to 
transform a transmit message word M to a ciphertext word C, and to transmit said ciphertext 
word C on said medium, wherein .M corresponds to a number representative of a message, 
and 

0<M <n-\, 

n being a composite number formed from the product ofprp 2 *...»pk wherein k is an 
integer greater than 2 and pi, p 2 , Pk, are distinct random prime numbers, and wherein the 
ciphertext word C is a number representative of an encoded form of message word M, said 
encedingH r neaKsprocessor being operative to transform said transmit message word M to said 
ciphertext word C by performing an encoding process comprising the steps of 
defining a plurality of k sub-tasks in accordance with 
C^M^modpJ, 
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C 2 = M 2 2 (mod p 2 ), 
M/* (mod ft), 

M (mod p l ), 
EM(mod p 2 \ 

M k =M(modp k \ 

e x seCmodC^-l)), 

e 2 = e(mod(p 2 -1)), and 

e,=e(mod(p k -\)l 

wherein e is a number relatively prime to (pi-1), (P2-1), and (pk-1), solving 
said sub-tasks in parallel using a form of the Chinese Remainder Theorem wherein each sub- 
task is a Chinese Remainder Theorem sub-problem to determine results Ci, C2, ... Ck 5 and 
combining said results of said sub-tasks to produce said ciphertext word C. 

1 1 7. (Previously Presented) A processor:^ for establishing cryptographic 

communications, comprising the steps of: 

decoding a ciphertext word C to a message word M, wherein M corresponds to a 
number representative of a message and wherein 

0<M <n-l 

wherein n is a composite number formed by the product of prp2 # . . . # Pk> k is an integer greater 
than 2 and pi, p2, ... , Pk are distinct random prime numbers, C is a number representative of 
an encoded form of message word M that is encoded by transforming said message word M 
to said ciphertext word C whereby 
C=M e (mod n), 

and wherein e is a number relatively prime to (pi-1), (P2-1), - 5 and (pk-1); 

said decoding step being performed using a decryption exponent d that is defined by 

d = e- } mod(( fl -l)( A -l)...( A -l)), 
wherein said step of decoding includes the steps of 



wherein 

M 2 = 
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defining a plurality of k sub-tasks in accordance with 
M, = (7^ (mod p x ), 

M^mCf (mod p 2 ), 

M k =C k '>(modp k ), 

wherein 

C^C(mod P] ), 
C 2 - C(mod p 2 ), 

C k =C (mod p k ) 9 

d x srf(mod(p, -1)), 

d 2 = d(mod(p 2 -1)), and 

d k =d(mod(p k -l)), 

solving said sub-tasks in parallel using a form of the Chinese Remainder 
Theorem wherein each sub-task is a Chinese Remainder Theorem sub-problem to determine 
results Mi, M 2 ,... Mk ? and 

combining said results of said sub-tasks to produce said message word M. 

118. (Previously Presented) A cryptographic communications system for establishing 
communications, comprising: 

a communication medium; 

decoding -mean-s processor communicatively coupled with said communication 
medium for receiving a ciphertext word C via said medium, and being operative to 
transform said ciphertext word C to a receive message word M' 5 wherein a message M 
corresponds to a number representative of a message and wherein, 

0<M <n~\ 

wherein n is a composite number formed by the product of pi # p2*... •Pk, k is an integer 
greater than 2 and pi, p 2 , ... , Pk are distinct random prime numbers, and wherein said 
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ciphertext word C is a number representative of an encoded form of said message word M 
that is encoded by transforming M to said ciphertext word C whereby, 
C=M e (mod n), 

and wherein e is a number relatively prime to (pi-1), (P2-1), and (pk-1); 
said decoding -meansprocessor being operative to perform a decryption process using 
a decryption exponent d that is defined by 

d = e~ x mod(( A -\){p 2 -\)...(p k -D), 

said decryption process including the steps of 

defining a plurality of k sub-tasks in accordance with, 
AV-C4(mod/>,), 
M 2 'mC* (mod p 2 \ 

M k > = C k d > (mod p k \ 
wherein 

QsCCmodfl), 
C 2 = C(mod p 2 ), 

C k =C(modp k ), 

d x = d(mod(p x -1)), 

d 2 = d(mod(p 2 -1)), and 

d k = d(mod(p k -1)) 5 

solving said sub-tasks in parallel using a form of the Chinese Remainder 
Theorem wherein each sub-task is a Chinese Remainder Theorem sub-problem to determine 
results M x \M 2 \..M k \ and 

combining said results of said sub-tasks to produce said receive message word M\ 

wherein M* = M. 

119. (Previously Presented) A prpcessor-i^ for generating a digital 

signature, comprising the step of: 



Page 31 



Application No. 09/328,726 
Docket No. 200301647-6 
HD #6215-000124/US/COA 

signing a plaintext message word M to create a signed ciphertext word C 5 wherein M 
corresponds to a number representative of a message, and 
0<M<n~l, 

n being a composite number formed from the product of pi»p2*. . . *Pk, wherein k is an integer 
greater than 2 and pi, P2, , Pk are distinct random prime numbers, and wherein the signed 
cipher'text word C is a number representative of a signed form of message word M, wherein 
C = M d (modn), and 

wherein said step of signing includes the steps of 
defining a plurality of k sub-tasks in accordance with 
(^^(modA), 

C 2 ~M 2 *(modp 2 \ 

C k =M k d > (mod p k \ 

wherein 

M 1 = M(mod /?,), 

M 2 = A/(mod p 2 \ 
M k = M(modp k ), 



d } ^d(mod(p ] -1)), 

cl 2 = d(mod(p 2 and 

d k =d(mod(p k -l)) 9 

where d id defined by 

d = e~ } mod(( A - 1) • ( p 2 - 1) • ... • ( Pk - 1)), and 

e is a number relatively prime to (pi-l) 5 (p2-l), ...> and (pk-1), solving said sub-tasks in 
parallel using a form of the Chinese Remainder Theorem wherein each sub-task is a Chinese 
Remainder Theorem sub-problem to determine results Ci 3 C2 5 ... Ck, and 

combining said results of said sub-tasks to produce said ciphertext word C. 
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120. (Previously Presented) A digital signature generation system, comprising: 
a communication medium; 

digital-si gnat ure g ene r at ing means-a.processor, coupled to said communication medium 
and operative to transform a transmit message word M to a signed ciphertext word C, and to 
transmit said signed ciphertext word C on said medium, wherein M corresponds to a number 
representative of a message, and 

0<M <n-\, 

n being a composite number formed from the product of pi»p 2 v.. # Pk, k wherein k is an integer 
greater than 2 and pi, p2 5 ... , Pk, are distinct random prime numbers, and wherein the signed 
ciphertext word C is a number representative of a signed form of said message word M, wherein 
C=M d (modn), 

said digital-si gnatur e gene r ating m e ans processor,, being operative to transform said 
transmit message word M to said signed ciphertext word C by performing a digital signature 
generating process comprising the steps of, 

defining a plurality of k sub-tasks in accordance with, 
C X *M * (mod p } ), 

C 2 sA/ 2 rfl (mod/? 2 ), 
C, S M/* (mod A ), 

wherein 

M x =M(mod p } ), 

M 2 =M(modp 2 \ | 

V 

M k =M(modp k \ 

d x =d{mod{p x -1)), 

d 2 =d(mod(p 2 -1)), and 

d k s</(mod(A-l)), 

where d id defined by 
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d = e l mod(( A -1) • (p 2 -1) • ... • (p k -1)), and 

e is a number relatively prime to (pi-1), (p2-l), and (pk-1), solving said sub-tasks in 
parallel using a form of the Chinese Remainder Theorem wherein each sub-task is a Chinese 
Remainder Theorem sub-problem to determine results Ci, C2, ... Qc 5 and 

combining said results of said sub-tasks to produce said ciphertext word C. 

121. (Previously Presented) A prpcessor-jj^ signature process, comprising 

the steps of: 

signing a plaintext message word M to create a signed ciphertext word C, wherein M 
corresponds to a number representative of a message and wherein 
0<M <n-\ 

wherein n is a composite number formed by the product of pi # p2*... *Pk, k is an integer 
greater than 2 and pi, p 2 , Pk are distinct random prime numbers, C is a number 
representative of a signed form of message word M, and wherein said encoding step 
comprises transforming said message word M to said ciphertext word C whereby, 

C = M d (mod n), 

wherein d is defined by 

d = e~ x mod((# -1) • (p 2 -1) • ... • (p k -1)) ? and 

e is a number relatively prime to (pi-1), (P2-1) ? and (pk-1); and 
verifying said ciphertext word C to a receive message word M' by performing the 
steps of, 

defining a plurality of k sub-tasks in accordance with 
Af/sC^ (mod /?,), 

M 2 ' = Cf (mod p 2 ), 

M k ' = C* (mod p k ), 
wherein 

Cj ^CimodpJ, 
C 2 =C(mod p 2 ), 
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C k =C(modp k ) 9 

e l =e(mod(p x -l)), 

e 2 = e(mod(/? 2 -1)), and 

e k =e(mod(p k -l)) 9 

solving said sub-tasks in parallel using a form of the Chinese Remainder 
Theorem wherein each sub-task is a Chinese Remainder Theorem sub-problem to determine 
results M x \M 2 \..M k \ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M' = M. 

122. (Previously Presented) A digital signature system, comprising: 
a communication medium; 

digital signature generating means coupled to said communication medium and 
adapted for transforming a message word M to a signed ciphertext word C and for 
transmitting said signed ciphertext word C on said medium, wherein M corresponds to a 
number representative of a message, and 

0 < M < n - 1 , wherein n is a composite number of the form 

n=pi«p 2 v..*pk, 

wherein k is an integer greater than 2 and pi, p 2 , ... , pk are distinct random prime 
numbers, and wherein said signed ciphertext word C corresponds to a number 
representative of a signed form of said message word M and corresponds to 

C=M d (mod n), 

wherein d is defined by 

d ee e" 1 mod((# -1) • (P 2 ~ l ) # ■• • (ft md 
e is a number relatively prime to (pi-l) 5 (P2-I), and (pk-1); and 
digital signature verification means communicatively coupled with said 
communication medium for receiving said signed ciphertext word C via said medium, and 
being operative to verify said signed ciphertext word C by performing the steps of, 
defining a plurality of k sub-tasks in accordance with 
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AV«C,« (mod p,), 

M 2 ' = C 2 2 (mod p 2 ), 

M k ^C k * (mod Pk ), 

wherein 

q-CCmod/j,), 

C 2 =C(mod/> 2 ), 

C t *C(mod/> t ), 

e, = e(mod(/?,-l)), 
e 2 = e(mod(p 2 -1)), and 

e k = e(mod(p k -1)), 

solving said sub-tasks in parallel using a form of the Chinese Remainder 
Theorem to determine results M l \M 2 ,'..M k ', and 

combining said results of said sub-tasks to produce said receive message word M', 
wherein M' = M . 
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